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ABSTRACT

With the invention of the internet and new netwogkiechnologies, the world has become more interected.
The concept of network securities is becoming merminent due to easily acquirable intellectual proes.
Network security covers an assortment of computéwvarks, both public and private, that are utilizeda part of ordinary
activity directing exchanges and interchanges amomggnizations, government offices and people.his tesearch,

discussion paper on the concept of network secastyell as various types of network securitiegoise.
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INTRODUCTION

In this era of growing internet and informationhaology, every individual, groups, and organizasiopublic or
private are connected to the internet, which hasrged as the boom in the economy. However, onttier diand, various
unethical users are doing attack and trying tordgshe network by using fake websites, emailsioter Trojan, and virus.
The target of intrusion on the network is to attacknputers and paralyze them to steal informat@ated to users and
seek benefits out of that. Some invaders look upditary and government departments as targets lwhre a cause of

threat for society and national security [1] [2].
CONCEPT OF NETWORK SECURITY

Network Security is a concept to protect netwonkeroa wireless network. A network security systgpidally
relies on layers of protection and consists of ipldtcomponents, including network monitoring aedwity software, in
addition to hardware and applianc&ecurity of data can be done by a technique caligotography. So one can
say that, cryptography is an emerging technologyickv is important for network securitfhe concept of
network security revolves all around protectingwaks of wireless networks. The network securitgteyn depends on
protection layers. It consists of several compondéike networking, monitoring, security softwareyrtiware, and various
other appliances. In addition to network secudgta can also be secured and the technique ussgttioe data is called
cryptography. This emerging technology is extremietyportant for network security. Network securityciudes the
approval of access to data in a network, whicloigrolled by the network administrator. Users dresen or are allocated
an ID and secret key, or other verifying data thatmits them access to data and projects withiir tathority.
Network security [3] comprises of the arrangememd strategies, embraced by a network administtatanticipate and
screen unapproved access, misuse, alteration,seerdi of a computer network and network-accessédeurces. The

network can be private, for example, inside an oigggion, and others, which may be open for puaticess. Network
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security is included in associations, undertakiagel different sorts of organizations. It doestsuditle clarifies: It secures
the network, and additionally ensuring and managipgrations being done. The most well-known andigitforward

method for protecting a network is by giving itaspword and username name.

Network security controls cannot eliminate the riEke goal is to minimize risk as much as possiié to avoid
unnecessary or excessive risk [4]. There are twiterdnt networks, i.e. data network and synchronoaswork.
The former network consists of computer based reuia which information can be obtained by spepiagrams like
Trojan horses planted in routers. Because of #asan, security is important in data networks. [akter type of networks
consists of switches that do not buffer data amdrent threatened by attackers. Intrusion DetecBgstems (IDS) are
based on two concepts. The former is misuse detectvhich detects matching the previously seenepaitfrom an
internal database of signatures, and the lattan@maly detected, which works by detecting dewtirom expected
behavior. Misuse detection is having high accur#aey, fails in the case of previously unseen attagkereas anomaly
detection may detect new unseen attacks, but ibthaw detection accuracy [5], [6], [7]. It is renmended to use both the
IDS to bridge the gap between detection capatsiliieeach of them. [8]. Once authenticated, a file@nforces access
policies such as what services are allowed to bessed by the network users. Though effective éognt unauthorized
access, this component may fail to check poteptl@rmful content such as computer worms or Trofsisg transmitted
over the network. Antivirus software or an intrusiprevention system (IPS) [9] help detect and iibhilhe action of
such malware. An anomaly-based intrusion detedi@tem may also monitor the network like Wiresheakfiic and may
be logged for audit purposes and for later higlelemnalysis. Newer systems combining unsupervisachine
learning with full network traffic analysis can det active network attackers from malicious inssder targeted external

attackers that have compromised a user machinecouat. [10]

TYPES OF NETWORK SECURITY
Wireless Network Security

Wireless security is the counteractive action ofpproved access or damage to computers using ssrele
networks. The most widely recognized sorts of wiselsecurity are Wired Equivalent PrivagygP) and Wi-Fi Protected
Access \WPA). WEP is infamously frail security standard. Tresgword it uses can be hacked in no time with &jap
computer system using various software tools. WAEUsty is given by the Remote Transport Layer Sec(WTLS),
which gives security benefits between the mobileias (customer) and the WAP gateway to the Weler8lare a few
ways to deal with WAP end - to-end security. Onikisitg methodology expects that the mobile devioplements TLS
over TCP/IP and the wireless network supports exgbeof IP packets. The WAP is intended to adaphéotwo vital
restrictions of wireless web access, i.e. mobildengittle screen size, constrained informationigfiand the low data
rates of wireless computerized systems. Two vitalL\W ideas are the secure session and the securedatamm,

which are as follows:

Secure Connection

This type of connection acts as a measure to peoaiduitable type of service. This associatioemsporary and

it related to one session, but between any matgaibiering there might be different secure associsit
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Secure Session

An SSL session is an affiliation between a cliemd a server. Sessions are made by the Handshake@tmm.
Sessions characterize an arrangement of cryptogragdcurity parameters, which can be shared amargpus
connections. Sessions are utilized to stay away tie costly transaction of new security paramdtarsvery connection.
There are various stages related to every sesSinoe a session is set up, there is a working $tatboth read and
compose (i.e., get and send). Furthermore, amidHgmedshake protocol, pending read and composesstai&e made.

Upon finishing of the Handshake protocol, the pagditates become the current states.
IP Security

Internet Protocol Security (IPsec) is a conventsuite for securing Internet Protocol (IP) interches by
validating and encoding every IP bundle of a cqoesling session. IPsec incorporates conventionshfidding up
common validation between specialists toward the sff the session and arrangement of cryptogragys to be utilized
amid the session. IPsec can be utilized as a panisuring information streams between a coupleosts (have to-have),
between a couple of security doors (arrange tororgy or between a security passage and a hagar(ze to-have).
IPsec is said to be particularly helpful for acizialy virtual private systems and for remote cliantess through dial-up
association with private systems. A major preferseahdpoint of IPsec is that security plans carmddealt with without

expecting changes to singular client PCs.

IPsec gives two choices of security benefit: Autloation Header (AH), which permits verification thie sender
of information, and Encapsulating Security Paylgq&SP), which underpins both confirmation of the de¥nand
encryption of data too. The particular data relatedach of these administrations are embeddedhetparcel in a header
that takes after the IP bundle header. Isolateck@yentions can be chosen, for example, the ISAKD&RIey convention.
IPsec utilizes cryptographic security administnasioto ensure correspondences over Internet Pidiéjosystems. IPsec
underpins organize level associate verificatiomrimation root confirmation, information, trustwbiness, information
secrecy (encryption), and replay security. IPsesus any application movement, over an IP arrafsgglications can be

consequently secured by IPsec, at the IP layer.
Electronic Mail Security

Email is exposed to both latency and dynamic atsalihe defense of email from unapproved admittaamse
check is known as electronic protection. In natiaiith a constitutional guarantee of the secrecyaieis compared with
letters and is officially protected from all forraspy. With the dangerously developing dependemcemail, there grows
an interest for verification and privacy. Two plagmerge as methodologies that appreciate the &&hirg use: Pretty
Good Privacy (PGP) and Secure/Multipurpose Intekfat Extension S/IMIME. PGP is an open-source, tpancessible
programming bundle for email security. It giveshauttication using digital signature, confidentialitsing symmetric
block encryption, compression utilizing the ZIP @&ithm, and e - mail compatibility utilizing the dix-64 encoding
scheme. PGP fuses instruments for building up #i@kby trust model and public key certificate mgement. S/IMIME is
an Internet standard way to deal with email segutihat joins an indistinguishable usefulness frorsPP

It is a security upgrade to the MIME Internet entdanize standard in light of innovation from RBAta Security.
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Transport-Level Security

Transport-Level Security (TLS) is an IETF institutalization activity whose objective is to delivaan Internet
standard adaptation of SSL. Secure Socket Layeb)($8es security benefits amongst TCP and appticat that
utilization TCP. The Internet standard renditiorcédled Transport Layer Service (TLS). The TLS Rdcdeormat is the
same as that of the SSL Record Format. SSL/TLSsgilassification utilizing symmetric encryption amgtssage honesty
utilizing a message verification code. SSL/TLS mpmrates conventional instruments to empower twd? Taients to
decide the security systems and administrationswhi¢ utilize. HTTPS (HTTP over SSL) alludes toetimix of HTTP and
SSL to execute secure correspondence between pkglam and a Web server. Secure Shell (SSH) giesre remote
logon and other secure customer/server offices. 38el Connection Protocol keeps running over the F&khsport
Layer Protocol and expect that a safe confirma#issociation is being used. A wide range of cornedpoce utilizing

SSH, for example, a terminal session, are bolstatiézing separate channels.
Firewalls

A firewall frames a boundary through which the wtyi going toward every path must pass. A firewsdturity
approach manages which movement is approved toward every path. Firewalls force confinements ppraaching
and Active Network parcels to and from private eyss. Approaching or active movement must go thranghfirewall;
just approved activity is permitted to go throughFirewalls make checkpoints between an insideapei system and the
general Internet population, otherwise called estfbints (borrowed from the indistinguishable raitit term of a battle
constraining land highlight). Firewalls can make @acuses in view of IP source and TCP port nunibbeey can likewise
fill in as the stage for IPsec. Utilizing the busranode capacity, firewalls can be utilized to attheaVPNs. Firewalls can
likewise restrain arrange a presentation by comugahe inner system framework and data from theegd society
Internet. A firewall might be intended to work astennel at the level of IP bundles, or may work atgher convention

layer.
CONCLUSIONS

The concept of network security has become forenmoatmost every field and even in our day to dég. By
having knowledge of this concept, one can defemanielves from attackers. Many companies defend shlees by
modifying network architecture, using firewalls,daapplying diversifying policies to defend theirtwerks. However,
the fact is, current networks are more prone taci. These attacks are rarely seen and diffioultetect easily before

damage is done [11]. Therefore, the primary conteta secure the network from unwanted malicioafit.
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